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Security Foundation with IPvE

Sentinel Security Foundation with IPvE is a solution for Cyber Resilience and Security with
Layered Defense Architecture against attackers from outside (internet) and also a breach from inside (intranet).

Sentinel Security Foundation with IPvE also provides a network topography of the network inside internal
systems in order to monitor the network within the systems for a better management and security that enforces
IPVE.

It will monitor attacks, manage, patch breaches, Alarm, Log and Report Management of the Network Security.
It also provides Advanced Firewall and also load balancer for the internet access.

More importantly, it will provide a modern internet protocol IPv6 and Mobile Device Management.
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ADVANTAGES OF USING IPv6
- Increased Capacity
Address space capacity increasing resources are efficiently allocated
to accommodate additional web addresses.
- Efficient Routing
Allows for easy aggregation of prefixes assigned to IP networks.
- Efficient Data Flow
Enables large data packets to be sent simultaneously helping to
conserve bandwidth.
- Security
It is improved due in part to improved authentication methods built
into network firewalls.




Sentinel Security Foundation™ with IPv6

IPV6 ENFORCEMENT AND MIGRATION

- RFC 4291 Architecture migration for Internet service
- RFC 3056 Migration for DMZ

- RFC 4193, RFC 5375, RFC 6296 migration for Intranet
- RFC 4213 migration for Internet access

NEXTGEN FIREWALL AND ROUTING SYSTEM

- DNSSEC module:
- RSASHA1-NSEC3-SHA1 (ALG7-RFC5155)
- RSA/SHA-256 (ALG8-RFC5702)
- ECDSA Curve P-256 with SHA-256 (ALG13-RFC6605)
- ECDSA Curve P-384 with SHA-384 (ALG14-RFC6605)
- DANE/TLSA module
- DNS CAA Cryptography module
+ DKIM/SPF module
+ HSTS module
+ HPKP module
- Basic and Advanced Firewall, including:
- Multicast RPF
- Unicast RPF (URPF)
+ PAT/NAT, and OS Fingerprinting module
+ DoS Protection with Blackhole system
+ Fingerprint Camouflage module
+ IPv6 PMUTD system
+ ASN module
+ IPv4/1Pv6 advanced routing system
+ Multi homing system
+ Customized VPN and Tunnel module
+ Asia IPv6 NTP Pool Network Collaboration
- Network Time Protocol module
- Internet Access Control system
- Traffic Management and Shaping

ENTERPRISE NETWORK OPERATIONS
AND CONTROL PLATFORM

- IP Address Management System
- Distributed real-time performance and health monitoring
- Comprehensive Monitoring of
- applications
- services
- operating systems
- hetwork protocols
- system metrics and infrastructure components
- Agent/Agentless monitoring
- Visibility & Awareness
+ Problem Remediation
+ Proactive Planning
-+ Extended Reporting
-+ Automatic discovery
+ Highly flexible alerting system
+ Distributed Architecture
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NETWORK INFRASTRUCTURE SETTLEMENT

- Configuration migration

- Environment migration
- Environment enhancement
- Consulting service

HIGH-PERFORMANCE HARDENED
APPLICATION PLATFORM

+ Content Headers Security Module

+ Massively scalable event-driven architecture
+ Reverse proxy for HTTP, TCP, UDP, and mail

(IMAP, POP3, SMTP)

+ Application accelerator with caching and compression
« HTTP/2 termination, SSL/TLS termination

- Rate limiting and bandwidth Management

- Dual Stack RSA-ECC Certificates

- Load balancing and application delivery

- Advanced application security

- High-availability implementation

- Media delivery

VIRTUALIZATION PLATFORM

- A Small Footprint

- Reliable Performance

- Enhanced Security

- Ecosystem Excellence

- A User-Friendly Experience

- Faster workload deployment

- Increased application performance

-+ Higher server availability

- Eliminated server sprawl and complexity

INTERNAL THREAT MONITORING
AND PREVENTION SYSTEM

+ New and modern IDS front-end

+ The capability to have a full transcript of the network traffic
- Full Packet Capture adoption

- Helpful for network forensics

+ Network Intrusion Detection

- Situational Awareness

- Offensive Reconnaissance

- Complete Security Visibility

- Highly Scalable

- Real-Time Monitoring
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